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Abstract

Al-driven biometrics is revolutionizing the security landscape in the financial technology (FinTech) sector, enhancing
safety measures and fostering trust among users. This review explores the role of Al-driven biometrics in securing
FinTech operations, highlighting its benefits and implications. Al-driven biometrics refers to the use of artificial
intelligence (AI) algorithms to analyze biological data for authentication purposes. This technology has gained
significant traction in the FinTech sector due to its ability to provide a higher level of security than traditional
authentication methods. By analyzing unique biological traits such as fingerprints, facial features, and voice patterns,
Al-driven biometrics can accurately verify the identity of users, making it difficult for unauthorized individuals to gain
access to sensitive financial information. One of the key benefits of Al-driven biometrics in FinTech is its ability to
enhance security measures. Traditional authentication methods such as passwords and PINs are increasingly
vulnerable to hacking and fraud. Al-driven biometrics, on the other hand, offers a higher level of security by using
biological traits that are unique to each individual. This makes it significantly more difficult for fraudsters to gain access
to sensitive financial information. In addition to enhancing security, Al-driven biometrics also improves the user
experience. By replacing traditional authentication methods with biometric authentication, users can access their
accounts more quickly and conveniently, without the need to remember complex passwords or PINs. This not only
improves the overall user experience but also reduces the risk of user error and account lockouts. Overall, Al-driven
biometrics is pioneering safety and trust in the FinTech sector by providing a higher level of security and enhancing the
user experience. As this technology continues to evolve, it is likely to play an increasingly important role in securing
financial transactions and fostering trust among users.
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1. Introduction

In the rapidly evolving landscape of financial technology (FinTech), ensuring the security and trustworthiness of
transactions is paramount (Olweny, 2024 , Smith & Liu, 2024). One of the most promising advancements in this area is
the integration of artificial intelligence (AI) with biometric authentication, creating Al-driven biometrics. This
innovative approach combines the precision of biometric identifiers, such as fingerprints or facial recognition, with the
adaptability and intelligence of Al algorithms. This integration is revolutionizing security measures in FinTech, offering
a level of safety and trust previously unattainable through traditional methods.

Al-driven biometrics in FinTech are not only about enhancing security but also about improving user experience
(Hassan, Aziz & Andriansyah, 2023, Rahmani & Zohuri, 2023). By providing a seamless and convenient authentication

* Corresponding author: Oseremi Onesi-Ozigagun

Copyright © 2024 Author(s) retain the copyright of this article. This article is published under the terms of the Creative Commons Attribution Liscense 4.0.


http://creativecommons.org/licenses/by/4.0/deed.en_US
https://orionjournals.com/ijeru/
https://doi.org/10.53430/ijeru.2024.6.2.0023
https://crossmark.crossref.org/dialog/?doi=10.53430/ijeru.2024.6.2.0023&domain=pdf

International Journal of Engineering Research Updates, 2024, 06(02), 001-012

process, Al-driven biometrics can significantly reduce the friction associated with traditional security measures, such
as passwords or PINs. This improved user experience not only enhances customer satisfaction but also increases
adoption rates of FinTech services (Atadoga, et. al., 2024, Ogedengbe, et. al.,, 2023). This paper explores the evolution
and impact of Al-driven biometrics in the FinTech sector. It provides an overview of the history and background of Al-
driven biometrics, highlighting its significance in ensuring the security and trustworthiness of financial transactions.

The paper also examines the benefits of Al-driven biometrics, including enhanced security measures, improved user
experience, and a reduction in fraud and unauthorized access. Furthermore, this paper delves into the implementation
of Al-driven biometrics in FinTech, discussing use cases, integration challenges, and regulatory considerations. It also
includes case studies of successful implementations of Al-driven biometrics in FinTech companies, analyzing their
impact on security and user experience. Looking to the future, the paper discusses the advancements in Al-driven
biometrics technology and its potential applications in FinTech beyond authentication. It also addresses ethical
considerations and privacy implications associated with the use of Al-driven biometrics in FinTech.

Overall, this paper aims to demonstrate how Al-driven biometrics are pioneering safety and trust in FinTech, paving the
way for a more secure and user-friendly financial ecosystem. In today's digital era, the financial technology (FinTech)
sector is constantly evolving, offering innovative solutions to streamline financial transactions and services (Ogunjobi,
et. al.,, 2023, Uwaoma, et. al,, 2023). With the increasing prevalence of online banking, mobile payments, and digital
wallets, ensuring the security of financial transactions has become a top priority for both consumers and financial
institutions. One of the most promising advancements in FinTech security is the integration of artificial intelligence (AI)
with biometric authentication, commonly known as Al-driven biometrics.

Al-driven biometrics leverage the power of Al algorithms to analyze and authenticate unique biological traits, such as
fingerprints, facial features, or voice patterns (Ayorinde, et. al., 2024, Dada, et. al., 2024). This innovative approach
enhances security measures in FinTech by providing a more reliable and convenient method of user authentication. By
combining biometric identifiers with Al-powered algorithms, Al-driven biometrics offer a robust defense against
unauthorized access and fraudulent activities. The importance of Al-driven biometrics in FinTech security cannot be
overstated. Traditional authentication methods, such as passwords or PINs, are increasingly vulnerable to hacking and
identity theft. In contrast, Al-driven biometrics provide a higher level of security by using biometric data that is unique
to each individual (Abatan, et. al., 2024, Okogwu, et. al., 2023). This not only reduces the risk of unauthorized access but
also enhances the overall user experience by eliminating the need for cumbersome passwords or PINs.

2. Background of Al-Driven Biometrics

Biometric authentication, the process of using unique biological traits to verify identity, has been evolving in the FinTech
sector for several years (Adekanmbi, et. al, 2024, Biu, et. al, 2024). Traditional authentication methods, such as
passwords and PINs, are increasingly susceptible to security breaches and identity theft. Biometric authentication offers
a more secure and convenient alternative by relying on physical or behavioral characteristics that are unique to each
individual, such as fingerprints, facial features, or voice patterns. The evolution of biometric authentication in FinTech
can be traced back to the early 2000s when fingerprint sensors started appearing on smartphones. This technology
allowed users to unlock their devices and authorize transactions using their fingerprints, providing a more secure
method of authentication compared to traditional passwords (Al-Hamad, et. al., 2023, Daraojimba, et. al., 2023).

As Al technology advanced, biometric authentication became even more sophisticated. Al algorithms are now capable
of analyzing biometric data with a high degree of accuracy, allowing for more reliable authentication (Abatan, et. al,,
2024, Dada, et. al., 2024). This has led to the adoption of Al-driven biometrics in a variety of FinTech applications,
including mobile banking, online payments, and digital wallets. One of the key advancements in Al-driven biometrics is
the use of deep learning algorithms (Olatoye, et. al.,, 2024, Usman, et. al., 2024). These algorithms are able to learn from
large datasets of biometric data, allowing them to improve their accuracy over time. This has significantly enhanced the
security and reliability of biometric authentication in FinTech.

The adoption of Al-driven biometrics in FinTech has been driven by several factors (Ebirim, et. al., 2024, Kaggwa, et. al.,
2024). First and foremost, Al-driven biometrics offer a higher level of security compared to traditional authentication
methods. Biometric data is unique to each individual and cannot be easily replicated, making it much more difficult for
fraudsters to gain unauthorized access to accounts. Additionally, Al-driven biometrics offer a more convenient user
experience (Olurin, et. al.,, 2024, Sodiya, et. al., 2024). Users can simply use their biometric data, such as their fingerprint
or face, to authenticate transactions, eliminating the need to remember complex passwords or PINs. This not only saves
time but also reduces the likelihood of user error.
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Overall, the evolution of biometric authentication in FinTech, driven by advancements in Al technology, has significantly
improved the security and convenience of financial transactions (lhemereze, et. al., 2023, Odeyemi, et. al., 2024). As Al
technology continues to advance, we can expect to see further innovations in Al-driven biometrics that will continue to
shape the future of FinTech security. Biometric authentication, the process of using unique biological traits to verify
identity, has been evolving in the FinTech sector for several years (Orieno, et. al., 2024, Ugwuanyi, et. al.,, 2024).
Traditional authentication methods, such as passwords and PINs, are increasingly susceptible to security breaches and
identity theft. Biometric authentication offers a more secure and convenient alternative by relying on physical or
behavioral characteristics that are unique to each individual, such as fingerprints, facial features, or voice patterns
(Nwokediegwu, et. al., 2024, Palma & Montessoro, 2022).

The evolution of biometric authentication in FinTech can be traced back to the early 2000s when fingerprint sensors
started appearing on smartphones (Adekanmbi, et. al., 2024, Majemite, et. al., 2024). This technology allowed users to
unlock their devices and authorize transactions using their fingerprints, providing a more secure method of
authentication compared to traditional passwords. As Al technology advanced, biometric authentication became even
more sophisticated. Al algorithms are now capable of analyzing biometric data with a high degree of accuracy, allowing
for more reliable authentication. This has led to the adoption of Al-driven biometrics in a variety of FinTech applications,
including mobile banking, online payments, and digital wallets (Tula, et. al., 2023, Uwaoma, et. al., 2023).

One of the key advancements in Al-driven biometrics is the use of deep learning algorithms (Dada, et. al., 2024, Pefia, et.
al,, 2023). These algorithms are able to learn from large datasets of biometric data, allowing them to improve their
accuracy over time. This has significantly enhanced the security and reliability of biometric authentication in FinTech.
The adoption of Al-driven biometrics in FinTech has been driven by several factors. First and foremost, Al-driven
biometrics offer a higher level of security compared to traditional authentication methods. Biometric data is unique to
each individual and cannot be easily replicated, making it much more difficult for fraudsters to gain unauthorized access
to accounts.

Additionally, Al-driven biometrics offer a more convenient user experience (Olabanji, et. al.,, 2024, Usman, et. al., 2024).
Users can simply use their biometric data, such as their fingerprint or face, to authenticate transactions, eliminating the
need to remember complex passwords or PINs. This not only saves time but also reduces the likelihood of user error.
Overall, the evolution of biometric authentication in FinTech, driven by advancements in Al technology, has significantly
improved the security and convenience of financial transactions. As Al technology continues to advance, we can expect
to see further innovations in Al-driven biometrics that will continue to shape the future of FinTech security.

3. Benefits of AlI-Driven Biometrics in FinTech Security

Al-driven biometrics offer several key benefits for FinTech security, enhancing both the security measures and the user
experience (Chishti, 2020 , Ebirim, et. al,, 2024). These benefits are driving the widespread adoption of biometric
authentication in the financial industry. One of the primary benefits of Al-driven biometrics is the enhancement of
security measures. Traditional authentication methods, such as passwords and PINs, are vulnerable to hacking and
unauthorized access. Biometric authentication, on the other hand, relies on unique biological traits that are difficult to
replicate, such as fingerprints, facial features, or voice patterns. Al algorithms can analyze these biometric data points
with a high degree of accuracy, making it extremely difficult for fraudsters to bypass biometric security measures.

Additionally, Al-driven biometrics improve the user experience by providing a more convenient and seamless
authentication process (Gupta, et. al., 2023, Umoga, et. al., 2024). Users no longer need to remember complex passwords
or PINs, instead, they can simply use their biometric data, such as their fingerprint or face, to authenticate transactions.
This not only saves time but also reduces the likelihood of user error, as biometric authentication is more intuitive and
natural for users. Another significant benefit of Al-driven biometrics is the reduction in fraud and unauthorized access.
Biometric data is unique to each individual and cannot be easily replicated or stolen. This makes biometric
authentication a highly secure method of verifying identity, significantly reducing the risk of fraud and unauthorized
access to financial accounts.

Overall, the benefits of Al-driven biometrics in FinTech security are clear. By enhancing security measures, improving
the user experience, and reducing fraud, Al-driven biometrics are shaping the future of FinTech security and
revolutionizing the way financial transactions are authenticated and secured (George, 2023, Ugwuanyi, et. al., 2024). In
addition to the benefits mentioned, Al-driven biometrics also offer scalability and adaptability to changing security
needs. Unlike traditional security measures that may require frequent updates or replacements, Al-driven biometric
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systems can be easily scaled to accommodate a growing user base or evolving security threats. This scalability is
particularly important in FinTech, where the volume of transactions and users can fluctuate significantly.

Furthermore, Al-driven biometric systems can adapt to new security challenges and threats by continuously learning
and improving over time (Nwokediegwu, et. al,, 2024, Uwaoma, et. al., 2023). Machine learning algorithms used in
biometric systems can analyze new patterns of fraud or unauthorized access and adjust their authentication criteria
accordingly. This adaptability makes Al-driven biometrics a future-proof solution for FinTech security, capable of
staying ahead of emerging threats. Another key benefit of Al-driven biometrics is its potential to reduce operational
costs for financial institutions. By automating the authentication process and reducing the need for manual intervention,
Al-driven biometric systems can streamline operations and reduce overhead costs. This cost-saving potential makes Al-
driven biometrics an attractive option for financial institutions looking to improve security without increasing their
operational expenses.

Overall, the benefits of Al-driven biometrics in FinTech security are significant (Kavitha & Rajini, 2024, Obaigbena, et.
al,, 2024). From enhancing security measures and improving the user experience to reducing fraud and operational
costs, Al-driven biometrics are revolutionizing the way financial transactions are authenticated and secured. As the
technology continues to evolve, its impact on FinTech security is expected to grow, making it an essential component of
the future of financial services (Dada, et. al., 2024, Murinde, Rizopoulos & Zachariadis, 2022).

4. Implementation of AlI-Driven Biometrics in FinTech

The implementation of Al-driven biometrics in FinTech is revolutionizing the way financial transactions are
authenticated and secured (Majemite, et. al., 2024, Olweny, 2024). This technology offers several benefits, including
enhanced security, improved user experience, and reduced fraud. However, implementing Al-driven biometrics in
FinTech also presents challenges, such as integration issues and regulatory considerations. This article explores the use
cases of Al-driven biometrics in FinTech, examines integration challenges and solutions, and discusses regulatory
considerations for biometric authentication.

Al-driven biometrics are being used in various ways in the FinTech industry to enhance security and improve user
experience (Sambrow & Igbal, 2022, Xu, 2022). One of the most common use cases is in identity verification for account
opening and transaction authentication. By using biometric data such as fingerprints, facial recognition, or voice
recognition, FinTech companies can verify the identity of users more securely and conveniently than traditional
methods like passwords or PINs. Another use case is in fraud detection and prevention. Al-driven biometric systems
can analyze patterns in user behavior and detect anomalies that may indicate fraudulent activity (Awad, et. al., 2024,
Uwaoma, et. al., 2023). For example, if a user's biometric data does not match their usual patterns, the system can flag
the transaction for further verification.

One of the main challenges in implementing Al-driven biometrics in FinTech is integrating the technology with existing
systems and processes (Alahira, et. al., 2024, Mhlongo, et. al., 2024). This can be complex, especially for legacy systems
that may not be designed to support biometric authentication. Additionally, ensuring the security and privacy of
biometric data is crucial, as any breach could have serious consequences. To address these challenges, FinTech
companies can use APIs (Application Programming Interfaces) to integrate Al-driven biometric systems with their
existing platforms. APIs allow different systems to communicate and share data, making it easier to incorporate
biometric authentication into existing workflows.

Regulatory considerations are another important aspect of implementing Al-driven biometrics in FinTech (Shaltout,
2024, Ibeh, et. al., 2024). Biometric data is considered sensitive personal information, and its use is subject to strict
regulations in many jurisdictions. For example, the General Data Protection Regulation (GDPR) in Europe imposes strict
requirements for the collection, processing, and storage of biometric data. To comply with these regulations, FinTech
companies must ensure that they have robust security measures in place to protect biometric data and that they obtain
explicit consent from users before collecting or using their biometric information. Additionally, companies should
regularly audit their biometric systems to ensure compliance with regulatory requirements (Almeida, Shmarko &
Lomas, 2022, Uwaoma, et. al, 2023). In conclusion, Al-driven biometrics offer significant benefits for FinTech
companies, including enhanced security, improved user experience, and reduced fraud. However, implementing this
technology requires careful consideration of integration challenges and regulatory requirements. By addressing these
challenges, FinTech companies can leverage Al-driven biometrics to enhance the security and efficiency of their
operations.
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Many financial institutions operate on legacy systems that may not be easily compatible with modern biometric
authentication technology (Khan, et. al., 2023, Nwokediegwu, et. al., 2024). Integrating Al-driven biometrics into these
systems can be complex and costly. Biometric data is highly sensitive, and its security and privacy must be ensured at
all times. Integrating biometric authentication requires robust security measures to protect this data from breaches.
There are various regulations, such as GDPR in Europe and the Biometric Information Privacy Act in the United States,
that govern the collection, use, and storage of biometric data. Ensuring compliance with these regulations is a significant
challenge. Introducing biometric authentication to users who are accustomed to traditional authentication methods can
be challenging. Education and training may be required to ensure user acceptance and understanding of the new
technology.

Application Programming Interfaces (APIs) and Software Development Kits (SDKs) provided by biometric
authentication vendors can simplify the integration process (Eboigbe, et. al,, 2023, Usman, et. al.,, 2024). These tools
enable developers to easily integrate biometric authentication into their applications. Cloud-based biometric
authentication solutions can be easier to integrate with existing systems, as they often require minimal hardware and
software changes on the client side. Adopting a modular approach to integration, where biometric authentication is
implemented in stages, can help minimize disruption to existing systems and processes.

Implementing robust security measures, such as encryption and access controls, to protect biometric data during
transmission and storage is essential (Omotunde & Ahmed, 2023, Uwaoma, et. al, 2023). Compliance with data
protection regulations should be a top priority. Providing users with clear information about the benefits and security
of biometric authentication, as well as offering training and support, can help increase user acceptance and adoption.
By addressing these integration challenges and implementing appropriate solutions, FinTech companies can
successfully integrate Al-driven biometrics into their operations, enhancing security and improving the customer
experience (Chahal, 2023 et. al., 2023, Ihemereze, et. al., 2023).

5. Case Studies

Onfido is a UK-based identity verification company that provides Al-powered biometric solutions (Adekanmbi, et. al.,
2024, Gidiagba, et. al.,, 2023). Onfido implemented Al-driven facial recognition and document verification technology to
enhance security and streamline the onboarding process for FinTech companies. The implementation of Al-driven
biometrics significantly improved security by reducing identity fraud and ensuring that customers are who they claim
to be (Ibeh, et. al., 2024, Uwaoma, et. al., 2023). It also enhanced the user experience by providing a seamless and
efficient onboarding process, resulting in higher customer satisfaction rates. Onfido's case highlights the importance of
leveraging Al-driven biometrics to enhance security and user experience in the FinTech industry. It also emphasizes the
need for continuous innovation and adaptation to stay ahead of evolving security threats.

BioCatch is an Israeli cybersecurity company that specializes in behavioral biometrics. BioCatch implemented Al-driven
behavioral biometrics technology to detect and prevent fraud in real-time for FinTech companies (Ajayi-Nifise, et. al.,
2024, Dada, et. al., 2024). The implementation of Al-driven behavioral biometrics has been instrumental in reducing
fraud and enhancing security for FinTech companies. It has also improved the user experience by providing a
frictionless authentication process that does not require additional user input. BioCatch's case demonstrates the
effectiveness of Al-driven biometrics in detecting and preventing fraud in real-time. It also underscores the importance
of continuous monitoring and analysis of user behavior to identify anomalies and potential threats.

Jumio is a US-based company that provides Al-powered identity verification and authentication solutions. Jumio
implemented Al-driven facial recognition and identity verification technology to enhance security and streamline the
user verification process for FinTech companies (Falaiye, et. al., 2024, Nwokediegwu, et. al., 2024). The implementation
of Al-driven biometrics has helped Jumio's clients reduce fraud and improve compliance with regulatory requirements.
It has also improved the user experience by providing a fast and secure verification process. Jumio's case highlights the
importance of using Al-driven biometrics to improve security and compliance in the FinTech industry (Egieya, et. al,,
2024, Ibeh, et. al,, 2024). It also demonstrates the value of partnering with a trusted provider to ensure the successful
implementation of biometric solutions.

BehavioSec is a Swedish company that specializes in behavioral biometrics for security and fraud detection (Afolabi, et.
al,, 2023, Phadol, 2022). BehavioSec implemented Al-driven behavioral biometrics technology to analyze user behavior
patterns for authentication and fraud prevention in FinTech applications. The implementation of Al-driven behavioral
biometrics has significantly reduced fraud rates and improved security for FinTech companies. By analyzing user
behavior, BehavioSec's solution can detect and prevent fraudulent activity in real-time, enhancing the overall security
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posture of their clients. BehavioSec's case demonstrates the effectiveness of Al-driven biometrics in detecting and
preventing fraud by analyzing subtle behavioral cues. It also highlights the importance of continuously updating and
refining Al algorithms to adapt to new fraud patterns and security threats.

6. Future Outlook

Inrecentyears, Al-driven biometrics has emerged as a crucial technology for enhancing security and trustin the FinTech
industry (Nwokediegwu, et. al.,, 2024, Odeyemi, et. al., 2024). As advancements in Al continue to evolve, the future
outlook of Al-driven biometrics in FinTech holds great promise. This article explores the potential advancements,
applications, and ethical considerations of Al-driven biometrics in FinTech. The future of Al-driven biometrics in
FinTech is expected to witness significant advancements in technology. One of the key areas of development is the
improvement of biometric sensors and algorithms. Biometric sensors will become more accurate and reliable, enabling
more precise authentication and identification processes. Additionally, Al algorithms will become more sophisticated,
allowing for better interpretation of biometric data and faster decision-making.

Another advancement is the integration of Al-driven biometrics with other emerging technologies such as blockchain
and quantum computing. Blockchain technology can enhance the security and transparency of biometric data storage
and authentication processes, while quantum computing can significantly enhance the speed and efficiency of biometric
authentication (Nwokediegwu, et. al., 2024, Okafor, et. al., 2023). Beyond authentication, Al-driven biometrics has the
potential to revolutionize various aspects of FinTech. For instance, biometric data can be used for continuous user
authentication, providing a seamless and secure experience for users. Biometric data can also be used for fraud
detection and prevention, as abnormal behavior patterns can be quickly identified and flagged.

Moreover, Al-driven biometrics can be used for personalization and customization of financial services. By analyzing
biometric data, FinTech companies can tailor their services to meet the specific needs and preferences of individual
users. This can lead to improved customer satisfaction and loyalty (Adefemi, et. al., 2024, Obaigbena, et. al., 2024). While
Al-driven biometrics offers numerous benefits, it also raises ethical and privacy concerns. One of the main concerns is
the potential misuse of biometric data. FinTech companies must ensure that biometric data is stored and used securely,
and that users are informed about how their data is being used.

Additionally, there are concerns about the accuracy and bias of Al-driven biometric systems. Biometric systems can
sometimes be inaccurate, especially for certain demographic groups (Ajayi-Nifise, et. al., 2024, Jain, Deb & Engelsma,
2021). Moreover, Al algorithms can be biased if they are trained on data that is not representative of the population. In
conclusion, the future of Al-driven biometrics in FinTech holds immense potential. With advancements in technology,
Al-driven biometrics is poised to revolutionize the way financial services are delivered and secured. However, it is
essential for FinTech companies to address ethical and privacy concerns to ensure that the benefits of Al-driven
biometrics are realized responsibly.

One of the key areas where Al-driven biometrics is expected to make significant strides in the future is in enhancing
security measures (Ogundipe, 2024, Nnaomabh, et. al., 2024). As cyber threats continue to evolve, traditional methods of
authentication such as passwords and PINs are increasingly vulnerable to hacking and fraud. Al-driven biometrics offers
a more secure alternative by providing unique and unchangeable identifiers such as fingerprints, facial features, or iris
patterns. These biometric identifiers are much harder to replicate or steal, making them a more secure option for
authentication in FinTech and other industries.

In addition to enhancing security, Al-driven biometrics is also expected to improve the user experience in FinTech
applications (Hassan, Aziz & Andriansyah, 2023, Tatineni, 2022). Traditional authentication methods such as passwords
and PINs can be cumbersome and time-consuming, leading to user frustration. Biometric authentication, on the other
hand, offers a more seamless and convenient user experience. By simply scanning a fingerprint or face, users can quickly
and securely access their financial accounts and make transactions, making the overall user experience more efficient
and user-friendly.

Another area where Al-driven biometrics is expected to have a significant impact is in the analysis of biometric data for
personalization purposes. By analyzing biometric data such as facial expressions, voice patterns, or typing behavior, Al
algorithms can gain valuable insights into user behavior and preferences (Ilhemereze, et. al.,, 2023, Obaigbena, et. al,,
2024). This information can then be used to personalize the user experience, offering tailored recommendations and
services based on individual preferences and habits. This level of personalization can help FinTech companies build
stronger relationships with their customers and improve customer satisfaction and loyalty.
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Looking ahead, continued innovation and research in Al-driven biometrics are expected to drive further advancements
in the field (Babatunde, et. al., 2024, Nwokediegwu, et. al., 2024). Researchers are exploring new biometric modalities,
such as behavioral biometrics (e.g., gait analysis, keystroke dynamics), that offer unique identifiers for authentication.
Additionally, advancements in Al algorithms, such as deep learning and neural networks, are expected to improve the
accuracy and reliability of biometric authentication systems, further enhancing their security and usability.

The future outlook for Al-driven biometrics in FinTech is highly promising. With its potential to enhance security,
improve user experience, enable personalized services, and drive continued innovation, Al-driven biometrics is poised
to revolutionize the way we authenticate and interact with financial services (Uwaoma, et. al., 2023, Ogundipe, et. al,,
2024). However, it is essential for industry stakeholders to address privacy, ethical, and regulatory concerns to ensure
that Al-driven biometrics is deployed responsibly and securely.

7. Conclusion

In this comprehensive review, we have explored the transformative potential of Al-driven biometrics in enhancing
security and trust in the FinTech sector. We discussed the evolution and benefits of Al-driven biometrics, including its
ability to offer enhanced security measures, improve user experience, and enable personalized services. We also
examined successful case studies and highlighted the lessons learned and best practices in implementing Al-driven
biometrics. Furthermore, we discussed the future outlook of Al-driven biometrics, including advancements in
technology, potential applications beyond authentication, and ethical considerations.

The significance of Al-driven biometrics in FinTech security cannot be overstated. By providing a more secure,
convenient, and personalized authentication method, Al-driven biometrics is paving the way for safer and more efficient
financial transactions. Its ability to accurately verify individuals based on unique biometric identifiers offers a level of
security that traditional methods cannot match. As cyber threats continue to evolve, Al-driven biometrics stands as a
crucial tool in safeguarding sensitive financial information and building trust with customers.

Looking ahead, it is clear that Al-driven biometrics will play an increasingly important role in shaping the future of
FinTech security. To maximize its potential, it is essential for stakeholders to continue investing in research and
development to further improve the accuracy, reliability, and usability of Al-driven biometric systems. Additionally,
efforts should be made to address ethical and privacy concerns to ensure that biometric data is used responsibly and
securely.

In conclusion, Al-driven biometrics has the potential to revolutionize the FinTech industry by pioneering safety and
trust. By leveraging the power of Al to analyze biometric data, FinTech companies can enhance security, improve user
experience, and drive innovation in the sector. As we continue to explore the possibilities of Al-driven biometrics, it is
essential to remain vigilant and proactive in addressing challenges and ensuring that these technologies are used
responsibly to benefit society as a whole.

Compliance with ethical standards

Disclosure of conflict of interest

No conflict of interest to be disclosed.

References

[1] Abatan, A, Jacks, B. S.,, Ugwuanyi, E. D., Nwokediegwu, Z. Q. S., Obaigbena, A., Daraojimba, A. I, & Lottu, O. A.
(2024). THE ROLE OF ENVIRONMENTAL HEALTH AND SAFETY PRACTICES IN THE AUTOMOTIVE
MANUFACTURING INDUSTRY. Engineering Science & Technology Journal, 5(2), 531-542.

[2] Abatan, A., Obaigbena, A., Ugwuanyi, E. D., Jacks, B. S., Umoga, U. ]., Daraojimba, O. H., & Lottu, O. A. (2024).
INTEGRATED SIMULATION FRAMEWORKS FOR ASSESSING THE ENVIRONMENTAL IMPACT OF CHEMICAL
POLLUTANTS IN AQUATIC SYSTEMS. Engineering Science & Technology Journal, 5(2), 543-554.

[3] Adefemi, A., Daudu, C. D., Okoli, C. E,, Ayorinde, O. B., Adekoya, 0. 0., & Ibeh, C. V. (2024). Reviewing the
development of floating LNG facilities and their global impact.



International Journal of Engineering Research Updates, 2024, 06(02), 001-012

Adekanmbi, A. 0., Ani, E. C,, Abatan, A., Izuka, U., Ninduwezuor-Ehiobu, N., & Obaigbena, A. (2024). Assessing the
environmental and health impacts of plastic production and recycling. World Journal of Biology Pharmacy and
Health Sciences, 17(2), 232-241.

Adekanmbi, A. 0., Ninduwezuor-Ehiobu, N., Abatan, A., Izuka, U., Anj, E. C., & Obaigbena, A. (2024). Implementing
health and safety standards in Offshore Wind Farms.

Adekanmbi, A. 0., Ninduwezuor-Ehiobu, N., Izuka, U., Abatan, A., Anj, E. C., & Obaigbena, A. (2024). Assessing the
environmental health and safety risks of solar energy production. World Journal of Biology Pharmacy and Health
Sciences, 17(2), 225-231.

Afolabi, J. 0. A, Olatoye, F. 0., Eboigbe, E. 0., Abdul, A. A,, & Daraojimba, H. 0. (2023). REVOLUTIONIZING RETAIL:
HR TACTICS FOR IMPROVED EMPLOYEE AND CUSTOMER ENGAGEMENT. International Journal of Applied
Research in Social Sciences, 5(10), 487-514.

Ajayi-Nifise, A. 0., Odeyemi, 0., Mhlongo, N. Z., Ibeh, C. V, Elufioye, 0. A, & Falaiye, T. (2024). Digital
transformation in banking: The HR perspective on managing change and cultivating digital talent. International
Journal of Science and Research Archive, 11(1), 1452-1459.

Ajayi-Nifise, A. O., Tula, S. T., Asuzu, O. F., Mhlongo, N. Z,, Olatoye, F. O., & Ibeh, C. V. (2024). THE ROLE OF
GOVERNMENT POLICY IN FOSTERING ENTREPRENEURSHIP: A USA AND AFRICA REVIEW. International Journal
of Management & Entrepreneurship Research, 6(2), 352-367.

Alahira, ], Nwokediegwu, Z. Q. S., Obaigbena, A.,, Ugwuanyi, E. D., & Daraojimba, O. D. (2024). Integrating
sustainability into graphic and industrial design education: A fine arts perspective. International Journal of
Science and Research Archive, 11(1), 2206-2213.

Al-Hamad, N., Oladapo, O. ]., Afolabij, J. O. A., & Olatundun, F. (2023). Enhancing educational outcomes through
strategic human resources (hr) initiatives: Emphasizing faculty development, diversity, and leadership
excellence. Education, 1-11.

Almeida, D., Shmarko, K., & Lomas, E. (2022). The ethics of facial recognition technologies, surveillance, and
accountability in an age of artificial intelligence: a comparative analysis of US, EU, and UK regulatory
frameworks. Al and Ethics, 2(3), 377-387.

Atadoga, A., Awonuga, K. F., Ibeh, C. V,, Ike, C. U,, Olu-lawal, K. A., & Usman, F. 0. (2024). HARNESSING DATA
ANALYTICS FOR SUSTAINABLE BUSINESS GROWTH IN THE US RENEWABLE ENERGY SECTOR. Engineering
Science & Technology Journal, 5(2), 460-470.

Awad, A. I, Babu, A, Barka, E., & Shuaib, K. (2024). Al-powered biometrics for Internet of Things security: A
review and future vision. Journal of Information Security and Applications, 82, 103748.

Ayorinde, O. B., Daudu, C. D., Okolj, C. E., Adefemi, A., Adekoya, O. 0., & Ibeh, C. V. (2024). Reviewing the impact of
LNG technology advancements on global energy markets.

Babatunde, S. 0., Odejide, 0. A.,, Edunjobi, T. E., & Ogundipe, D. 0. (2024). THE ROLE OF AI IN MARKETING
PERSONALIZATION: A THEORETICAL EXPLORATION OF CONSUMER ENGAGEMENT STRATEGIES. International
Journal of Management & Entrepreneurship Research, 6(3), 936-949.

Biu, P. W.,, Nwokediegwu, Z. Q. S., Daraojimba, O. H., Majemite, M. T., & Obaigben, A. (2024). Advancements in geo-
data analytics: Implications for US energy policy and business investment. World Journal of Advanced Research
and Reviews, 21(1), 1422-1439.

Chahal, S. (2023). Navigating Financial Evolution: Business process optimization and digital transformation in
the finance sector. International Journal of Finance, 8(5), 67-81.

Chishti, S. (2020). The Al book: the artificial intelligence handbook for investors, entrepreneurs and fintech
visionaries. John Wiley & Sons.

Dada, M. A.,, Majemite, M. T., Obaigbena, A., Daraojimba, O. H., Oliha, ]. S., & Nwokediegwu, Z. Q. S. (2024). Review
of smart water management: [oT and Al in water and wastewater treatment. World Journal of Advanced Research
and Reviews, 21(1), 1373-1382.

Dada, M. A,, Majemite, M. T., Obaigbena, A, Oliha, |. S., & Biu, P. W. (2024). Zero-waste initiatives and circular
economy in the US: A review: Exploring strategies, outcomes, and challenges in moving towards a more
sustainable consumption model.

Dada, M. A, Obaigbena, A., Majemite, M. T., Oliha, J. S., & Biu, P. W. (2024). INNOVATIVE APPROACHES TO WASTE
RESOURCE MANAGEMENT: IMPLICATIONS FOR ENVIRONMENTAL SUSTAINABILITY AND POLICY. Engineering
Science & Technology Journal, 5(1), 115-127.



International Journal of Engineering Research Updates, 2024, 06(02), 001-012

Dada, M. A, Oliha, J. S., Majemite, M. T., Obaigbena, A., & Biu, P. W. (2024). A REVIEW OF PREDICTIVE ANALYTICS
IN THE EXPLORATION AND MANAGEMENT OF US GEOLOGICAL RESOURCES. Engineering Science & Technology
Journal, 5(2),313-337.

Dada, M. A, Oliha, ]. S., Majemite, M. T., Obaigbena, A., Nwokediegwu, Z. Q. S., & Daraojimba, O. H. (2024). Review
of nanotechnology in water treatment: Adoption in the USA and Prospects for Africa. World Journal of Advanced
Research and Reviews, 21(1), 1412-1421.

Daraojimba, C., Eyo-Udo, N. L., Egbokhaebho, B. A., Ofonagoro, K. A., Ogunjobi, O. A, Tula, O. A,, & Banso, A. A.
(2023). Mapping International Research Cooperation and Intellectual Property Management in the Field of
Materials Science: an Exploration of Strategies, Agreements, and Hurdles. Engineering Science & Technology
Journal, 4(3), 29-48.

Ebirim, G. U, Asuzu, O. F,, Ndubuisi, N. L., Adelekan, O. A, Ibeh, C. V., & Unigwe, 1. F. (2024). WOMEN IN
ACCOUNTING AND AUDITING: A REVIEW OF PROGRESS, CHALLENGES, AND THE PATH FORWARD. Finance &
Accounting Research Journal, 6(2),98-111.

Ebirim, G. U., Unigwe, 1. F., Ndubuisi, N. L., Ibeh, C. V., Asuzu, O. F., & Adelekan, O. A. (2024). Entrepreneurship in
the sharing economy: A review of business models and social impacts. International Journal of Science and
Research Archive, 11(1), 986-995.

Eboigbe, E. 0., Farayola, O. A,, Olatoye, F. 0., Nnabugwu, O. C., & Daraojimba, C. (2023). Business intelligence
transformation through Al and data analytics. Engineering Science & Technology Journal, 4(5), 285-307.

Egieya, Z. E., Obiki-Osafiele, A. N., Ikwue, U., Eyo-Udo, N. L., & Daraojimba, C. (2024). COMPARATIVE ANALYSIS
OF WORKFORCE EFFICIENCY, CUSTOMER ENGAGEMENT, AND RISK MANAGEMENT STRATEGIES: LESSONS
FROM NIGERIA AND THE USA. International Journal of Management & Entrepreneurship Research, 6(2), 439-450.

Falaiye, T., Elufioye, O. A, Awonuga, K. F,, Ibeh, C. V, Olatoye, F. 0., & Mhlongo, N. Z. (2024). FINANCIAL
INCLUSION THROUGH TECHNOLOGY: A REVIEW OF TRENDS IN EMERGING MARKETS. International Journal of
Management & Entrepreneurship Research, 6(2), 368-379.

George, A. S.(2023). Securing the future of finance: how Al, Blockchain, and machine learning safeguard emerging
Neobank technology against evolving cyber threats. Partners Universal Innovative Research Publication, 1(1), 54-
66.

Gidiagba, |. 0., Daraojimba, C., Ofonagoro, K. A., Eyo-Udo, N. L., Egbokhaebho, B. A., Ogunjobi, 0. A., & Banso, A. A.
(2023). Economic Impacts And Innovations In Materials Science: A Holistic Exploration Of Nanotechnology And
Advanced Materials. Engineering Science & Technology Journal, 4(3), 84-100.

Gupta, S., Modgil, S., Lee, C. K., & Sivarajah, U. (2023). The future is yesterday: Use of Al-driven facial recognition
to enhance value in the travel and tourism industry. Information Systems Frontiers, 25(3), 1179-1195.

Hassan, M., Aziz, L. A. R, & Andriansyah, Y. (2023). The role artificial intelligence in modern banking: an
exploration of Al-driven approaches for enhanced fraud prevention, risk management, and regulatory
compliance. Reviews of Contemporary Business Analytics, 6(1), 110-132.

Ibeh, C. V., Asuzu, O. F., Olorunsogo, T., Elufioye, O. A.,, Nduubuisi, N. L., & Daraojimba, A. 1. (2024). Business
analytics and decision science: A review of techniques in strategic business decision making. World Journal of
Advanced Research and Reviews, 21(02), 1761-1769.

Ibeh, C. V., Awonuga, K. F,, Okolj, U. I,, Ike, C. U., Ndubuisi, N. L., & Obaigbena, A. (2024). A REVIEW OF AGILE
METHODOLOGIES IN PRODUCT LIFECYCLE MANAGEMENT: BRIDGING THEORY AND PRACTICE FOR
ENHANCED DIGITAL TECHNOLOGY INTEGRATION. Engineering Science & Technology Journal, 5(2), 448-459.

Ibeh, C. V., Elufioye, O. A., Olorunsogo, T., Asuzuy, O. F., Nduubuisi, N. L., & Daraojimba, A. I. (2024). Data analytics
in healthcare: A review of patient-centric approaches and healthcare delivery. World journal of Advanced
Research and Reviews, 21(02), 1750-1760.

Ihemereze, K. C., Ekwezia, A. V., Eyo-Udo, N. L., Ikwue, U., Ufoaro, O. A., Oshioste, E. E., & Daraojimba, C. (2023).
BOTTLE TO BRAND: EXPLORING HOW EFFECTIVE BRANDING ENERGIZED STAR LAGER BEER'S PERFORMANCE
IN A FIERCE MARKET. Engineering Science & Technology Journal, 4(3), 169-189.

Ihemereze, K. C,, Eyo-Udo, N. L., Egbokhaebho, B. A., Daraojimba, C., Ikwue, U., & Nwankwo, E. E. (2023). IMPACT
OF MONETARY INCENTIVES ON EMPLOYEE PERFORMANCE IN THE NIGERIAN AUTOMOTIVE SECTOR: A CASE
STUDY. International Journal of Advanced Economics, 5(7), 162-186.

Jain, A. K., Deb, D., & Engelsma, |. ]. (2021). Biometrics: Trust, but verify. IEEE Transactions on Biometrics,
Behavior, and Identity Science, 4(3), 303-323.



[41]

[42]

[58]

[59]

International Journal of Engineering Research Updates, 2024, 06(02), 001-012

Kaggwa, S., Onunka, T., Uwaoma, P. U., Onunka, O., Daraojimba, A. [, & Eyo-Udo, N. L. (2024). EVALUATING THE
EFFICACY OF TECHNOLOGY INCUBATION CENTRES IN FOSTERING ENTREPRENEURSHIP: CASE STUDIES FROM
THE GLOBAL SOUT. International Journal of Management & Entrepreneurship Research, 6(1), 46-68.

Kavitha, B., & Rajini, G. (2024). The Impact of Al-driven Technological Influences on Security Measures within
Digital Wallets amid Digital Revolution. International Journal of Intelligent Systems and Applications in
Engineering, 12(12s), 259-265.

Khan, H. U., Malik, M. Z,, Nazir, S., & Khan, F. (2023). Utilizing bio metric system for enhancing cyber security in
banking sector: a systematic analysis. I[EEE Access.

Majemite, M. T., Dada, M. A., Obaigbena, A., Oliha, J. S, Biu, P. W.,, & Henry, D. 0. (2024). A review of data analytics
techniques in enhancing environmental risk assessments in the US Geology Sector.

Majemite, M. T., Obaigbena, A., Dada, M. A, Oliha, ]. S., & Biu, P. W. (2024). EVALUATING THE ROLE OF BIG DATA
IN US DISASTER MITIGATION AND RESPONSE: A GEOLOGICAL AND BUSINESS PERSPECTIVE. Engineering
Science & Technology Journal, 5(2), 338-357.

Mhlongo, N. Z., Olatoye, F. O., Elufioye, O. A., Ibeh, C. V., Falaiye, T., & Daraojimba, A. I. (2024). Cross-cultural
business development strategies: A Review of USA and African. International Journal of Science and Research
Archive, 11(1), 1408-1417.

Murinde, V., Rizopoulos, E., & Zachariadis, M. (2022). The impact of the FinTech revolution on the future of
banking: Opportunities and risks. International review of financial analysis, 81, 102103.

Nnaomah, U. I, Aderemi, S., Olutimehin, D. O., Orieno, O. H., & Ogundipe, D. 0. (2024). DIGITAL BANKING AND
FINANCIAL INCLUSION: A REVIEW OF PRACTICES IN THE USA AND NIGERIA. Finance & Accounting Research
Journal, 6(3), 463-490.

Nwokediegwu, Z. Q. S., Dada, M. A, Daraojimba, O. H., Oliha, ]. S., Majemite, M. T., & Obaigbena, A. (2024). A review
of advanced wastewater treatment technologies: USA vs. Africa.

Nwokediegwu, Z. Q. S., Daraojimba, O. H., Oliha, ]. S., Obaigbena, A., Dada, M. A, & Majemite, M. T. (2024). Review
of emerging contaminants in water: USA and African perspectives.

Nwokediegwu, Z. Q. S., Majemite, M. T., Obaigbena, A., Oliha, ]. S., Dada, M. A., & Daraojimba, O. H. (2024). Review
of water reuse and recycling: USA successes vs. African challenges.

Nwokediegwu, Z. Q. S., Obaigbena, A., Majemite, M. T., Daraojimba, O. H,, Oliha, |. S., & Dada, M. A. (2024). Review
of innovative approaches in water infrastructure: Sustainable desalination and public-private partnerships.

Nwokediegwu, Z. Q. S., Ugwuanyi, E. D., Dada, M. A., Majemite, M. T., & Obaigbena, A. (2024). Water-energy nexus:
Areview of policy and practice in Africa and the USA. Magna Scientia Advanced Research and Reviews, 10(1), 286-
293.

Nwokediegwu, Z. Q. S., Ugwuanyi, E. D., Dada, M. A., Majemite, M. T., & Obaigbena, A. (2024). URBAN WATER
MANAGEMENT: A REVIEW OF SUSTAINABLE PRACTICES IN THE USA. Engineering Science & Technology
Journal, 5(2),517-530.

Nwokediegwu, Z. Q. S., Ugwuanyi, E. D., Dada, M. A.,, Majemite, M. T., & Obaigbena, A. (2024). AI-DRIVEN WASTE
MANAGEMENT SYSTEMS: A COMPARATIVE REVIEW OF INNOVATIONS IN THE USA AND AFRICA. Engineering
Science & Technology Journal, 5(2), 507-516.

Obaigbena, A, Biu, P. W,, Majemite, M. T., Oliha, J. S., & Dada, M. A. (2024). THE INTERSECTION OF GEOLOGY AND
BUSINESS SUSTAINABILITY: A DATA-DRIVEN REVIEW OF US CORPORATE ENVIRONMENTAL
STRATEGIES. Engineering Science & Technology Journal, 5(2), 288-312.

Obaigbena, A., Lottu, O. A, Ugwuanyi, E. D., Jacks, B. S., Sodiya, E. 0., & Daraojimba, O. D. (2024). Al and human-
robot interaction: A review of recent advances and challenges. GSC Advanced Research and Reviews, 18(2), 321-
330.

Odeyemi, O., Ibeh, C. V., Mhlongo, N. Z., Asuzu, O. F,, Awonuga, K. F., & Olatoye, F. 0. (2024). FORENSIC
ACCOUNTING AND FRAUD DETECTION: A REVIEW OF TECHNIQUES IN THE DIGITAL AGE. Finance & Accounting
Research Journal, 6(2), 202-214.

Odeyemi, 0., Okoye, C. C., Ofodile, O. C., Adeoye, O. B, Addy, W. A., & Ajayi-Nifise, A. 0. (2024). INTEGRATING Al
WITH BLOCKCHAIN FOR ENHANCED FINANCIAL SERVICES SECURITY. Finance & Accounting Research
Journal, 6(3),271-287.

10



[60]

[61]

[62]

[63]

International Journal of Engineering Research Updates, 2024, 06(02), 001-012

Ogedengbe, D. E., James, O. 0., Afolabi, ]. O. A, Olatoye, F. 0., & Eboigbe, E. 0. (2023). Human Resources In The Era
of The Fourth Industrial Revolution (4ir): Strategies and Innovations In The Global South. Engineering Science &
Technology Journal, 4(5), 308-322.

Ogundipe, D. 0. (2024). THE IMPACT OF BIG DATA ON HEALTHCARE PRODUCT DEVELOPMENT: A
THEORETICAL AND ANALYTICAL REVIEW. International Medical Science Research Journal, 4(3), 341-360.

Ogundipe, D. O., Babatunde, S. O., & Abaku, E. A. (2024). Al AND PRODUCT MANAGEMENT: A THEORETICAL
OVERVIEW FROM IDEA TO MARKET. International Journal of Management & Entrepreneurship Research, 6(3),
950-969.

Ogunjobi, O. A., Eyo-Udo, N. L., Egbokhaebho, B. A., Daraojimba, C., [kwue, U., & Banso, A. A. (2023). Analyzing
historical trade dynamics and contemporary impacts of emerging materials technologies on international
exchange and us strategy. Engineering Science & Technology Journal, 4(3), 101-119.

Okafor, C. M., Kolade, A., Onunka, T., Daraojimba, C., Eyo-Udo, N. L., Onunka, O., & Omotosho, A. (2023). Mitigating
cybersecurity risks in the US healthcare sector. International Journal of Research and Scientific Innovation
(IJRSI), 10(9), 177-193.

Okogwu, C., Agho, M. 0., Adeyinka, M. A., Odulaja, B. A., Eyo-Udo, N. L., Daraojimba, C., & Banso, A. A. (2023).
Exploring the integration of sustainable materials in supply chain management for environmental
impact. Engineering Science & Technology Journal, 4(3), 49-65.

Olabanji, S. 0., Olaniyi, 0. 0., Adigwe, C. S., Okunleye, O. ]., & Oladoyinbo, T. 0. (2024). Al for Identity and Access
Management (IAM) in the cloud: Exploring the potential of artificial intelligence to improve user authentication,
authorization, and access control within cloud-based systems. Authorization, and Access Control within Cloud-
Based Systems (January 25, 2024).

Olatoye, F. 0., Awonuga, K. F,, Mhlongo, N. Z,, Ibeh, C. V., Elufioye, O. A., & Ndubuisi, N. L. (2024). Al and ethics in
business: A comprehensive review of responsible Al practices and corporate responsibility. International Journal
of Science and Research Archive, 11(1), 1433-1443.

Olurin, J. 0., Okonkwo, F., Eleogu, T., James, O. O., Eyo-Udo, N. L., & Daraojimba, R. E. (2024). Strategic HR
Management in the Manufacturing Industry: Balancing Automation and Workforce Development. International
Journal of Research and Scientific Innovation, 10(12), 380-401.

Olweny, F. (2024). Navigating the nexus of security and privacy in modern financial technologies. GSC Advanced
Research and Reviews, 18(2), 167-197.

Omotunde, H., & Ahmed, M. (2023). A Comprehensive Review of Security Measures in Database Systems:
Assessing Authentication, Access Control, and Beyond. Mesopotamian Journal of CyberSecurity, 2023, 115-133.

Orieno, O. H.,, Ndubuisi, N. L., Eyo-Udo, N. L., Ilojianya, V. [, & Biu, P. W. (2024). Sustainability in project
management: A comprehensive review. World Journal of Advanced Research and Reviews, 21(1), 656-677.

Palma, D., & Montessoro, P. L. (2022). Biometric-based human recognition systems: an overview. Recent Advances
in Biometrics, 27, 1-21.

Pefia, A, Serna, 1., Morales, A,, Fierrez, |, Ortega, A., Herrarte, A, ... & Ortega-Garcia, ]. (2023). Human-centric
multimodal machine learning: Recent advances and testbed on Al-based recruitment. SN Computer Science, 4(5),
434,

Phadol, N. B. (2022). Keystroke Dynamics for User Authentication using SCM (Doctoral dissertation, Dublin,
National College of Ireland).

Rahmani, F. M., & Zohuri, B. (2023). The Transformative Impact of Al on Financial Institutions, with a Focus on
Banking. Journal of Engineering and Applied Sciences Technology. SRC/JEAST-279. DOI: doi.
org/10.47363/JEAST/2023 (5), 192, 2-6.

Sambrow, V. D. P,, & Igbal, K. (2022). Integrating Artificial Intelligence in Banking Fraud Prevention: A Focus on
Deep Learning and Data Analytics. Eigenpub Review of Science and Technology, 6(1), 17-33.

Shaltout, M. A. (2024). Legal Aspects on the Use of Al in Digital Identity and Authentication in banks, its Impact
on the Digital Payment Process A research for investigating the Adaptation of Open Banking Concepts in
Egypt. dawe o slell L pildll L0LaiY] 4, 66(3), 781-820.

Smith, ]., & Liu, C. (2024). Secure Transactions, Secure Systems: Regulatory Compliance in Internet Banking (No.
12318). EasyChair.

11



[79]

[80]

International Journal of Engineering Research Updates, 2024, 06(02), 001-012

Sodiya, E. 0., Umoga, U. ], Obaigbena, A., Jacks, B. S., Ugwuanyi, E. D., Daraojimba, A. I, & Lottu, 0. A. (2024).
Current state and prospects of edge computing within the Internet of Things (IoT) ecosystem. International
Journal of Science and Research Archive, 11(1), 1863-1873.

Tatineni, S. (2022). Customer Authentication in Mobile Banking-MLOps Practices and Al-Driven Biometric
Authentication Systems. Journal of Economics & Management Research. SRC/JESMR-266. DOI: doi.
org/10.47363/JESMR/2022 (3), 201, 2-5.

Tula, O. A, Daraojimba, C., Eyo-Udo, N. L., Egbokhaebho, B. A., Ofonagoro, K. A., Ogunjobi, O. A, ... & Banso, A. A.
(2023). Analyzing global evolution of materials research funding and its influence on innovation landscape: a
case study of us investment strategies. Engineering Science & Technology Journal, 4(3), 120-139.

Ugwuanyi, E. D.,, Nwokediegwu, Z. Q. S., Dada, M. A.,, Majemite, M. T., & Obaigbena, A. (2024). Advancing
wastewater treatment technologies: The role of chemical engineering simulations in environmental
sustainability. International Journal of Science and Research Archive, 11(1), 1818-1830.

Ugwuanyi, E. D., Nwokediegwu, Z. Q. S., Dada, M. A., Majemite, M. T., & Obaigbena, A. (2024). Reviewing the
potential of anaerobic membrane bioreactors in wastewater treatment. International Journal of Science and
Research Archive, 11(1), 1831-1842,

Umoga, U. ], Sodiya, E. 0., Ugwuanyi, E. D., Jacks, B. S., Lottu, O. A,, Daraojimba, O. D., & Obaigbena, A. (2024).
Exploring the potential of Al-driven optimization in enhancing network performance and efficiency. Magna
Scientia Advanced Research and Reviews, 10(1), 368-378.

Usman, F. 0., Eyo-Udo, N. L., Etukudoh, E. A., Odonkor, B., Ibeh, C. V., & Adegbola, A. (2024). A CRITICAL REVIEW
OF AI-DRIVEN STRATEGIES FOR ENTREPRENEURIAL SUCCESS. International Journal of Management &
Entrepreneurship Research, 6(1), 200-215.

Usman, F. 0., Kess-Momoh, A.],, Ibeh, C. V., Elufioye, A. E,, Ilojianya, V. L, & Oyeyemi, O. P. (2024). Entrepreneurial
innovations and trends: A global review: Examining emerging trends, challenges, and opportunities in the field
of entrepreneurship, with a focus on how technology and globalization are shaping new business
ventures. International Journal of Science and Research Archive, 11(1), 552-569.

Uwaoma, P. U,, Eboigbe, E. O., Eyo-Udo, N. L., Daraojimba, D. 0., & Kaggwa, S. (2023). Space commerce and its
economic implications for the US: A review: Delving into the commercialization of space, its prospects, challenges,
and potential impact on the US economy. World Journal of Advanced Research and Reviews, 20(3), 952-965.

Uwaoma, P. U,, Eboigbe, E. 0., Eyo-Udo, N. L., Ijiga, A. C., Kaggwa, S., & Daraojimba, D. 0. (2023). THE FOURTH
INDUSTRIAL REVOLUTION AND ITS IMPACT ON AGRICULTURAL ECONOMICS: PREPARING FOR THE FUTURE
IN DEVELOPING COUNTRIES. International Journal of Advanced Economics, 5(9), 258-270.

Uwaoma, P. U,, Eboigbe, E. 0., Eyo-Udo, N. L., Ijiga, A. C., Kaggwa, S., & Daraojimba, A. 1. (2023). Mixed reality in US
retail: A review: Analyzing the immersive shopping experiences, customer engagement, and potential economic
implications. World Journal of Advanced Research and Reviews, 20(3), 966-981.

Uwaoma, P. U, Eboigbe, E. 0., Eyo-Udo, N. L,, Ijiga, A. C., Kaggwa, S., & Daraojimba, D. 0. (2023). THE FOURTH
INDUSTRIAL REVOLUTION AND ITS IMPACT ON AGRICULTURAL ECONOMICS: PREPARING FOR THE FUTURE
IN DEVELOPING COUNTRIES. International Journal of Advanced Economics, 5(9), 258-270.

Uwaoma, P. U,, Eboigbe, E. 0., Eyo-Udo, N. L., Ijiga, A. C,, Kaggwa, S., & Daraojimba, A.1. (2023). Mixed reality in US
retail: A review: Analyzing the immersive shopping experiences, customer engagement, and potential economic
implications. World Journal of Advanced Research and Reviews, 20(3), 966-981.

Uwaoma, P. U,, Eboigbe, E. O., Eyo-Udo, N. L, ljiga, A. C., Kaggwa, S., & Daraojimba, D. 0. (2023). THE FOURTH
INDUSTRIAL REVOLUTION AND ITS IMPACT ON AGRICULTURAL ECONOMICS: PREPARING FOR THE FUTURE
IN DEVELOPING COUNTRIES. International Journal of Advanced Economics, 5(9), 258-270.

Uwaoma, P. U,, Eboigbe, E. 0., Kaggwa, S., Akinwolemiwa, D. I., & Eloghosa, S. 0. (2023). ECOLOGICAL ECONOMICS
IN THE AGE OF 4IR: SPOTLIGHT ON SUSTAINABILITY INITIATIVES IN THE GLOBAL SOUTH. International
Journal of Advanced Economics, 5(9), 271-284.

Xu, J. (2022). Al Theory and Applications in the Financial Industry. Future And Fintech, The: Abcdi And Beyond, 74.

12



